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Ze Session Overview

* OFAC Configuration Requirements
° Installation Options Set-Up
° Vendor Set Controls Options
° Building and Scheduling Indexes
* OFAC Delivered Process Review

o

Importing Specially Designated Nationals (SDN) Files

from the U.S. Department of the Treasury
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2o, Session Overview

* OFAC Delivered Process Review cont’d
° Building and Scheduling Indexes
° SDN Validation Process
° Review Financial Sanction Log
* Automating the Delivered OFAC Processes

e Lessons Learned
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What does OFAC Vendor Compliance Entail?

* The Office of Foreign Assets Control

> Administers and enforces economic sanction
programs against countries and groups or

Individuals.

° All U.S. persons and businesses must comply

OFAC regulations.




OFAC Vendor Compliance cont’d

° OFAC's regulations are designed to halt terrorists,

their funding and other illegal transactions.

° It publishes a list of Specially Designated Nationals

and Blocked Persons ("SDN list").

° OFAC penalty assessments can vary from
significant monetary fines to civil and criminal

prosecution.




* Prior to going live with PeopleSoft 9.0, FSU used a
custom, manual OFAC validation process.

° This process required an immense amount of data
manipulation to the original SDN list published by
the U.S. Department of the Treasury.

° Data analysis between the SDN List and the FSU
vendor file was loaded into an Excel spreadsheet.

° Potential opportunities for data corruption issues,
user error and the inability to perform a review
timely.

° Very time consuming and meticulous process.

§ o]




° A custom page was created to show an active
Isting of all countries FSU indentified as sanctioned
pased on the data on the OFAC Sanctions Program
ISt.

° This custom page prevents AP/Purchasing vendor
team members from adding new vendors, creating
purchase orders and processing vouchers to any
vendors located in these countries.




Introduction

Custom Page View

" Add/iDel Country

This feature is used to remove countries from COMRMI's vendor file that have been sanctioned Iy
the LS. Department of Treasury Office of Foreign Asset Control. Once added on this screen, il
YEFMT member tries to enter a country that has been sanctioned, they will be informed:

FSIU may resume normal business with this country if and when the country is remowved from
this list.

For more information please visit httpfwww treasury.gowoffices/enforcementiofacs.

mize | Find | =
Drescription

1 Belarus =1
2 Zote Dlvoire =1
3 Congo, The Democratic Republic El
4 Cuba =i
5 Iran {Islamic Republic Of) =]
& Iran =i
i Myanmar El
= Korea, Democratic People’s Rep [=1
2] Syrian Arab Republic El
10 Fimbabwe =i

| AacE |
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OFAC Configuration Requirements
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Configuration Requirements

Installation Options

i Installation Options ' Overall

Last Journal Humber Assigned: 114802 []Enable Document Sequencing

Enable Alternate Account

Default Country: QA [ Multibook entries in Subsystem
- L

Last VAT Authority Number: I:l Process Partition for GL

_ ltem Approval Required
*SubCustomer Usage: | Lse Both SubCustomer Fields v| Met : | Manual =
*Tax Vendor: |N‘”"IE Vl

; ; ; Enable Document Tolerance
*Reconciliation Level: | Single Business Unit "’l )
Document Approval Required

*InterUnit Method: | Direct v ChartField: |FUND_CODE |
*InterUnit Summarization Option: | Summarize V| Use Legal Entity for InterUnit

Financial Sancltions Options

[] Enable Realtime D&B Access
Maximum Response Number: I:I DB Account Information

Account Balancing Attributes Customize | Find | i First E] 1-2 of 2 ] Last
Attribute Name Active Default Value

Balance Sheet Indi

Book Code Click this hyperlink to access
5 e | 2| th€ Financial Sanction Options

Installation Options | Owverall

.



% Configuration Requirements

Installation Options cont’d

Financial Sanctions Options

Enable in Treasury Settlements
*Payables/eSettlements: Enabled at Installation -

*Order To Cash: Enable at Install -

@ Use Enterprise Search Service
Verity Score Threshold: a0
) Use Third Party Web Service

Message Node Name:

List of Verity Search Customize | Find | View All | S5 First 4] 1.2 of 2

Indexes

*Search Index Hame Index Type
1 SDM_SEARCH_MAME

=4 Mame - [=]
2 SDM_SEARCH_ADDR 3, Address - [=]
|

(L | Cancel | Refrezh |

Validation
and Search
Options have
to be chosen.

Information in
this section
automatically
defaults

¥, a0}



€Mk Configuration Requirements

Vendor Set Controls

Set Controls - Vendor
Enter any information you have and click Search. Leave fields blank for a list of all values.

{ Find an Existing Value Y Adda New Value |

Select appropriate
SetlD: = v |BHARE SETID to validate

vendor file

Search ‘ Clear ‘Easicﬂearch SaweSearchCriteria

Find an Existing Value | Add a New Value

A |



Configuration Requirements

Vendor Set Controls cont’d

Vendor Set Control

SetlD: SHARE  FSU Standard SetlD

Autonumbering Duplicate Vendor ChecKing
Use Autonumbering Field Options
Last Vendor ID Assigned: Qooo0037015 *ID Type: Warning - TaxlD -
Vendor Information Control
1099 *WAT Reqgistration: Do Mot Check -
*Display Withholding Option: i .
play 9 ———————————————— *WVendor Name: Warning -
*Display VAT Flag: OFF -
— *WVendor Short HName: Warning -
Country: usa &
EFT/ACH Prenote Confirmation *Vendor Withholding TIN: ~ VWarning -
Wait Days: 10 *Withholding Hame: Warning -
Financial Sanctions Options Processing Options
*Inactive Vendors: Exclude - *Inactive Vendors: Do Mot Include -
*\Vendor Cl Load: Do not check - *WVendor Cl Load: Do Mot Check -
S5DHN Validation at save Check for duplicates at save

[ save I 44 Return to Search I [=] Motify I

Es Add I Update/Display

(B
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& Configuration Requirements

Building and Scheduling Indexes

§ Primary Record

Design a Search Index

Irvchex: SDM_SEARCH_ADDR

Build Index Test Index

Show L ogs

Index Location: fapps/psoftfi/pté. 49/sdevfi/datalsearch/SDR_SEARCH_ADDR/SDEVFI

Key returmned in search results:

Edit Kev

_ —

*Record (Table) Hame: | SDM_ADDRES S_I_E| L)

WWHERE clause to append:

WHERE |

<_
*Howr to zone the index:

Fields Included in the Index

Record Figld Hame
SDMN_ADDRESS_LST ADDRESS1
SDMN_ADDRESS_LST ADDRESSZ2
SDMN_ADDRESS_LST ADDRESS3
SOMN_ADDRESS_LST CITY

SDMN_ADDRESS_LST POSTAL

SDHN_ADDRESS_LST SDi_ID
SDMN_ADDRESS_LST SDM_ID_UID

L I (o T v S T 1 O o o B

-

Append to Verity Command Line:

Click here for help with the Fields columns

SDMH_ADDRESS_LST COUNTRY_MAME

SDM_ADDRESZS_LEST SDM_EMTRY_ID

SDH_ADDRESS_LST STATE_FPROVIMNCE

:
-
2
%

Verity Field

Has attachment

0000000000
FEHIREEEEREA
0000000000

We used the
default values
from
PeopleSoft.

| A |
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» Configuration Requirements

Building and Scheduling Indexes cont’d

f Primary Record

Design a Search Index

Build Index Test Index

Ehow Logs
Irneclex Lowcatiom: fapps/fpsoftfifpts . 4d9/sdevii/datarssearch/SDM_SEARCH_ MNAME/SDEWFI

Ireche sSDMN_SEARCH__MAME

Key returned in search results:

DU = Edit Key
S G

*Record (Table) Name: |SDMN_HDR_EMNTR_\ Ty

WHERE [SDN T e We used the
) G— default values

*Howr 1o zone the index: | One zone | Click here for help with the Fields columns
from
Record Field Name Weri Field WVord Index Has attachment

1 SDRH_AkKAS_ LIST SDH_CATESORY 1 1 1
2 SDMN_AKA_LIST SDH_EMNTRY_ID Ll = Ll PeOpIeSOft,
3 SDrH_AkA_LIST SDM_FIRST_MNAME 1 1
4 SDr_AKA_ LIST SDr_ID — O —
5 SDM_AKA_LIST SDR_ID_UID Ll = Ll
G SDrH_ake LIST sSDOR_LAST_MMAME 1 1
7 SDRM_AKA LIST SDMN_TYPE — O —
8 SDr_AkKA_LIST SDH_WHOLERAME [ Ll | [ Ll |
9 =2DMH_HDR_EMTR_WW LOAD_DTTRM 1 1 1

10 SDMH_HDR_EMTR_WW SDR_ACTIVE [} 1 [}

141 SDMN_HDR_ENTR_WW SDMN_ERNTRY_ID = Ll

12 SDMHN_HDR_EMTR_WW SDMN_FIRST_MRNAME 1 1

12 SDMH_HDR_EMNMTR_WW SDr_ID 1 [}

14 SDM_HDR_EMNTR_WW SDMN_LAST__MNAME 1 1

15 SDM_HDR_EMTR_WW SDMM_LIST_TYFE Ll 1

(BEEcED |



OFAC Delivered
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Delivered OFAC Process Review
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Import Specially Designated Nationals (SDN) File from the
U.S. Department of the Treasury

HOME = SITE IMDEX FAC FO ES -

T N ITE I 8 T A T E S
DEPFPARTHMENT o
e TIREASTURY

FOREIGM-ASSETS COMNTROL

= Backto OFAC Home

To wview or priret the POF content on this page, dowrload the free_ Adobe® Acrobat® Regder®:
Hews
Direct Links Get e-mail updates when this information changes.
Press Room
Abowut Treasury
Offices Specially Designated Nationals List (SDN)
Economic Policy SDOM List (in POF format) [ Last Updated - January 19, 2010
General Counsel i =

International Affairs

i i i ion?
Mam S acTTeTt Having trouble downloading the latest SN information

Having trouble opening the PDF format version ofthe SDM list?

PO T— What changed on the list when it was last updated? [E

= Dffice of Foreign Assets SDM List Sorded by OFAC Sanctions Program
: SDM List Sorted by Country

Archive of changes to the SDM list

FPublications and Leqgislation
Programs and Initiatives
Treasurer

Bureaus
te Policies and Notices Drelimited and XML Versions of the SDHN list

—

W)
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Delivered OFAC Process Review

Import SDN File cont’d

. Delimited and XML Versions of the SDH list

ASCIH Delimited, Fixed-Width and C2Y data files in a Windows operating
system 32 bit archive - Contains 33 files in a self-extracting archive (archive
includes XML version of the SDOM list)

ASCI Delimited, Fixed-Width and C3Y data files ina OOS 16 bit archive - Contains
33files in a self-extracting archive (archive includes XML version of the SDM list)

ASCI Delimited, Fixed-Width and C3Y data files in a Unix/Linux-ready archive -
Contains 33 files in a zip archive (archive includes XML version of the SDOM list)

> AML version of the SO list
ASCI Delimited, Fixed-Width and ©5YV data files provided outside of the archive.

Bureaus
Site Policies and Notices

Data Specifications for Delimited and XML Versions of the SDN list

Data specification for ASCI Delimited, Fixed-Width and C5V data files
HML S0 Schema (XS0 file)

Recent Changes to OFAC Data Formats

Fecent Technical Actions

e v——

§;arncro)



Delivered OFAC Process Review

Manually Upload SDN File into PeopleSoft

Main Menu =

@ Banking

Access Banking.

Banks and Branches
=et up bank information.

i=] Bank Information

=] Bank Branch Information

=] Treasury Counterparties
& More...

#:2| Perform auto, semi-manual or
manual reconciliation; enter
external tranzactions.
i=] Reconciliation Manager
=] Process Reconciliation
i=] Automatic Reconciliation

3 More...

==2| Bank Accounts

¥

Accez= bank accounts.

=] My Account Groups
i=| Bank Account Manager
i=] External Accounts

3 Kore...

Financial Sanctions

Provides pages that support

financial zanction liztz to

validate payves information.

i=| Financial Sanctions Inguiry

il Import Financial Sanction
List

Bank Statements

Load bank and fee
staterments, perform inguiries,
and review information.

i=| Bank Statement Manager

§.=




Manually Upload SDN File cont'd

Kain Menu = Banking =

ﬁ Financial Sanctions

Provides pages that support financial 2anction listz to validate payee information.

E" Financial Sanctions Inguiry E Import Financial Sanction List<

Processor
must select
this

hyperlink to

Inguire Financial anctions data Import financial zanction lizts (OFAC etc )

begin the
upload
process.

§. o)



e Delivered OFAC Process Review

Manually Upload SDN File cont'd

Import Financial Sanction List

Run Control It IMPORT_SANCTION Report Manager Process Monitor — |
File name will
Parameters Find | View All First [4] L be the same
*Request Number:
as the name
File w
*Import Type: :
| . of the file
File Path: finbound/ / | File Selection Help dt
File Name: |SDN_LIST_05_19_09.xm <~ | Select File Zavit O
eSK1op.
*Layout: OFAC Q. view Lavout Details P
[
Layout Properties Customize | Find | View Al ] 38 First (4] 4 o5 1 [ Last
Property Code Value
Bl save | S\ Return to Search | [Z] Motify | % Refresh | Ey Add

§. o)



Review Entries from SDN File

Main Menu = Banking =

ﬁ Financial Sanctions

Providez pages that uppont financial zanction listz to validate payee information.

E" Financial Sanctions Inguiry E Import Financial Sanction List
Inguire Financial Sanctions data Import financial =anction listz (OFAC etc.)

N

Processor has to select this
hyperlink to view what entries
were uploaded during the
import process.

§. o)



2 Delivered OFAC Process Review

Review Entries from SDN File cont’d

Financial Sanctions Inquiry

Use Saved Search: | vl

Sanctions List Type [equalta ~| [oFac ~|
ID Type |.-‘3xll‘-.-"alues v|
Sanctions Header 1D |—"’*“VE||LIE!S vl . )
Entry 1D [[2nvalues ~ SpeCIfy OFAC in the
First Name [ anvalues ~ | . . ) o
Last Name [[2nvalues ~| SanCtlon LISt Type fleld.
Address Line 1 [[anvalues ~| ] i ) -
Address Line 2 [Anvames > This will retrieve all entries
Address Line 3 |."31.||VEI|LIES vl )
e [Auvaes | from the last file uploaded.
Country [[2nvalues ~]
State | Province | All WValues - |
Program [[2nvalues ~|
Max Rows to Retrieve: 300

Search clear | Advanced search Esave search critena W pelete Saved Search  Personalize Search

Search Results Customize | Eind | Wiew & 1 H5H Firet [1] 4 ann araans B 1 act

Entry ID First Name Last Hame ID Ty e Title:

10 .;E:’\STECEDOR-"\. MAVAL Y IMDIISTRIAL, Entity .

40000  Jhon Eidelber CAMNO CORREA Individual Entry IDS are aSSIgned by the
10001 INVERSIOMES MACARMIC PATIMO Y ClA

oo < T — OFAC process and originates

COCCIDENTE CODECAFE LTDA. Entity

10003 GOMEZ MARIMN LTDA, Entity from the XML flle.

AQ004 SAVIOTAS LTDA Entity

| Bl

L



Delivered OFAC Process Review

Review Entries from SDN File cont’d

Financial Sanctions Entry

Entry 1D: 10
First Hame: Last Name: ABASTECEDORA MAVALY INDUSTRIAL, S.A.
Title: 1D Type: Entity
Program: CUBA
Identification Information Al First [ 4 or1 [¥] Last
[n] ID Type ID Number Country Issue Date Expiration Date
Alias Information liew Al First E 1 of1 E‘ Last
[n] 1D Type Category First Name Last Name
4 alk.a. strong AMAIMNSA

Address Information liew Al First E 1 of1 E‘ Last
1D Address Line 1 Address Line 2 Address Line 3 City Postal Code  State / Province  Country

T FPanama

Hationality Information  Fingd | View All First [+] 1 of 1 [ Last | Citizenship Information Find | View All First [« 1 of 1 I Last

18] Country Main Entry D Country Main Entry

Birthdate Information Eind | View All First [+] 1 of 1 [ Last | Birthplace Information Eind | View All First [« 1 of 1 [ Last

18] Birth Date Main Entry 1D Birth Location Main Entry

-

| A |

| B



Delivered OFAC Process Review

Building and Scheduling Search Indexes

Search Index Admin

Delete, Modify and Schedule Builds for Indexes

Index Index Location Edit ] Schedule
Properties

[ 1 CsS_COMFIGURATOR  /apps/psoftfilpt8. 49/sgnafildatalsearch/CS_CONFIGURATOR/SQMNAFI Edit Properties Schedule
[ 2 Cs_DOCUMENTS lapps/psoftfi/pte.49/sgnafi/data/search/CS_DOCUMENTS/ISQMNAFI Edit Properties Schedule
[ 2 CsS_DOCUMENTS_ADH fappsi/psoftfiipts 49/sgnafildatalsearch/CS_DOCUMENTS_ADHISQMAFI Edit Properties Schedule
[ 4 Cs DOCUMENTS_PO lapps/psoftfiipts. 49/sgnafildatalsearch/CS_DOCUMENTS_FPOISQMNAFI  Edit Properties Schedule
[l 5cCs _OBJECTS lapps/psoftfilptd 49/sgnafi/data/search/iC3_0OBJECTSISQMAF] Edit Properties Schedule
[0 6 CS_PLAINTXT lapps/psoftfilpt8 49/sgnafi/data/search/iCS_PLAINTAXT/SGQMAF] Edit Properties Schedule
T SDMN_SEARCH_ADDR  Jjapps/psoftfiiptg.49/sqgnafi/data/search/SDN_SEARCH_ADDR/SQMNAF]  Edit Properties Schedule
8 SDM_SEARCH_MNAME jappsipsofffilpte.49/sqnafi/dataisearch/SDN_SEARCH_MAME/SQNAF]  Edit Properdies Schedule
[ 9 WASRCA lapps/psoftfilpte.49/sgnafi/data/searchiWASRCAIS QNAFI Edit Properies Schedule
[] 10 WASRCB lapps/psoftfilptd 49/sgnafi/data/searchiWASRCBISQNAFI] Edit Properties Schedule
[] 11 WMSRCA lapps/psoftfilpt8 49/sqnafi/data/searchAWMSRCAISQMNAFI Edit Properies Schedule

Frocess Monitor

Deleting the Index Definition also removes the actual collections stored in
the filesystem, if any pauebeen bl

Select edit properties to build indexes on an ad-
& sSave | [ Notity hoc basis or schedule to build indexes at a

specified time. ’m_—ff‘_r"]c

Delete checked Indexes |

L



R Delivered OFAC Process Review

Building and Scheduling Search Indexes cont’'d

Index: SDN_SEARCH_ADDR

Index Location: /apps/psprdfi/pt8 49/sprdfildatalsearch/SDMN_SEARCH_ADDR/SPRDFI

Customize | Find | View All | B8 First [ 4 or 1 (¥ Last
“Lanquage Language to Map Build
Code B
1 ENG O Build [=]
8] | Cancel |

This is the default page after

the edit properties link is
selected on the ‘search index’

page.

| AL |



Delivered OFAC Process Review

Building and Scheduling Searc

Search Results

R
Daily

Daily Purge

Daily Search Rebuild
EOQCM Daily Partner Cleanup
Every1SMins

ESU DALY 10 00P1

ESL) DALY 11001

FSU DAILY 10 0.ARM

ESL) DALY e Ju PN N |

ESL) DALY o T LN X |

ESL) DALY S0 0AN

FSU DAILY S0P

ESL) DALY oo

ESL) DALY _20Pn

ESL) DALY _0oPn

FSU DAILY
ESU DALY EVERY 1.5 HRS
EFSU DAILY PO ARND S
ESL) Daily 060050

FSU Daily O7:00AMM

ESL) Daily 1240

ESLU) Daily Every 2 Hours

ESL) Daily Every Hour

FSU Daily at 11.00pm

ESL) Daily at 9. 00pm

ESL) 1L AST FRIDAY OF MOMTH
ESLU) Saturday 060040

FSU Weesekday 2 AR

EFSU Weelkday G.00FP M

ESL) Weekly Audit

ESL) Weekly Monday at G.00P M
FSU Weekly Tuesday at 0P M
EsSU Weeskly Tuesday at G:00P MM
ESL) DALY A2 00PMM

ESL) DALY EVERY AHRS
FSU DLY 1:00FPRM

FSU EVERYDAY 1:30AMM

ESL) EVERYDAY 2 3050

ESL) EWVERYDAY 7 0050

FSU FRIDAYS 7004

FSU MOMNMDAYS F AR

EFSL) MOMNMTHLY FIRST TILIESDANY
ESL) THURS 9P

ESU) TUES-SAT 123050

FSU TUESDAYS 7:00A4AM

ESL) TUUESDAYS SaAM

ESU) TUES SAT 2 FAM

ESL) WWEDMNESDAYS 7 Ai
WEEKDAY 0630

SP_-HCM 1IMNTS FOR DELIVERABLE
Spro lUser Profile Created Chek
Workflow Ilnit 10 Mins

Workflow Init 60 Sec

Draily
Draily FPurge

Daily Search Rebuild

ECChM Daily Fartner Cleanup
Every1SMins

FSU DAILY 10:00FM

FSU DAILY 11:00FPM

FSU DAILY Z2:004a0
FSU DAILY Z2:00A0
FSU DALY 4:-004A0M
FSU DAILY S:00A0M
FSU DAILY S:20PM
FSU DAILY &:00PM
FSU DAILY &6:20PM
FSU DALY F:00PM
FSU DAILY S:00PM

FSU DALY EVERY 1.5 HRS
FSU DAILY MOOM AMND S
FSU Daily O6:00.AM

FSU Dally O7F 004N

FSU Daily 12:00A0

FSU Daily Every 2 Hours

FSU Daily Every Hour

FSL Daily at 1-1.00pm

FSU Daily at 9.00pm

FSU LAST FRIDAY OF MOMTH
FSU Saturday 0600

FSLU wWeeskday 2 AN

FSU Weekday 5:00FPM

FSU wWeelkly Audit

FSU Weekly Monday at 6:00F I
FSL Weekly Tusesday at S:30FPM
FSU Weekly Tuesday at 5:00PM
FSU_DAILY__12:00P 1M
FSU_DAILY_EVERY_4HRS
FSILU_DLY__1:00FP
FSU_EVERYDAY__1: 30A0
FSU_EWVERYDAY__2: 2040
FSU_EVERYDAY_T: 00
FSU_FRIDAYS 70050
FSLU_MOMNDAYS_F__AN
FSU_MOMNTHLY_FIRST _TUESDAY
FSU_THURS_9FM
FSU_TUES-SAT_12:30.0M
FSU_TUESDAYS 70040
FSU_TUESDAYS_  SANM
FSU_TUES_SAT_7AM
FSU_WEDMESDAYS_7T__AM
FSU WEEKDAY 6:30

M-F at Sprm

PC_WEEKLY

PerfiMon Reaper Recurrence
=

SP_HCM_IMNTS_FOR_DELIVERABLE_ WO

Spro_User_Profile_Created__Chek
workflow Init 10 Mins
wWorkflow Init 60 Sec

Indexes cont'd

These are default schedule

options that appear after the

schedule link is selected on
the ‘search index’ page.

L



y Delivered OFAC Process Review

Financial Sanction Validation Process

ai

E Conversations
Record converzation details
with vendors.

Fin Sanctions Validation

Log

Lizting of all Vendors
requiring review for pos=ible
Financial Sanctions List
inclu=zion.

Main Menu = Vendors = VWendor Information =

Duplicate Vendor Report

= Financial Sanctions

identify potential duplicate J7 E Validation

vendors. Identify pos=ible matches
againzt Financial Sanctions
Listz.

Select this option to
begin validation
process.




x Delivered OFAC Process Review

Financial Sanction Validation Process cont'd

Financial Sanctions Validation

Run Control I SAMCTION_VMDORS Report Manager Process Monitor —

*Request ID: |1 | Description: |2FAC TESTING

*Process Frequency: | Process Once Vl

SetiD: 'SHARE Q. [ searchinall SetiDs

From Vendor ID 0000005001 | @, Set run control
ToVendor D [0000010000 |, options as
Country M a desired.

Save | EA Return to Search | [Z] Motify |

Es Add

|

e



2 Delivered OFAC Process Review

Financial Sanction Validation Process cont'd

Process Scheduler Request

User ID¢ MYWILLIAMS Run Control ID: SANCTION_VNDRS

Server Name: PSUNX ¥ | Run Date: 03/20/2009 el

Recurrence: ¥ RunTime: 125:50PM Resetto Current Date/Time |

Time Zone: Q

Select Description Process Name Process Type *Type *Format Distribution
AP_SDMN_VAL AP_SDMN_VAL Application Engine  |Web  w || TXT » | Distributian

AP _SDN_VAL is the application engine that
runs during the sanction validation process.

K cancel




g Delivered OFAC Process Review

Financial Sanction Validation Process cont’d

ﬁ Mai

E Conversations
Record conver=sation detailz
with vendors.

Main Menu = Yendors = Vendor Information =

Duplicate Vendor Report

ldentify potential duplicate
vendors.

-- Fin Sanctions Validation Select this option
1= 0q < to review
Lizting of all Vendors
requiring review for possible validation process
Financial Sanctionz Lizst
inclusion. results.

E—- Financial Sanctions
Validation
ldentify poszible matches

againzt Financial Sanctions
Lizt=.



X Delivered OFAC Process Review

Reviewing Validation Results

Financial Sanctions Validation Log

This listing represents Vendars requiring review for association with a Financial Sanctions Listing.

Cus mr||e|F|nd| FutEmszu
St VendorlD  ShortVendorWame  EntrylD W GoToVendorkifo  Financial Sancions o
1SHARE 0000000079 AMERINSTIP 4700 OFAC GoToVendorlnfo | Financial Sandions Inauiry

2 SHARE 0000009373 NATLINSTIS 10128 OFAC G0 To Vendor Info

inancial Sanctions Inguiry

V4

Clicking this option will take

Clicking this option will take you

you directly to PeopleSoft
vendor profile.

directly to SDN list entry that is
producing the potential match.

¥, a0}



% Delivered OFAC Process Review

Reviewing Validation Results cont’d

Financial Sanctions Entry Financial Sanction Inquiry
EntryiD: 10 hyperlink default page.

Last Hame: ABASTECEDORA MAVALY INDUSTRIAL, S.A.
ID Type: Entity

First Name:

Title:
Program: cuUBA

Identification Information ! First [«] 1 of 1 [¥] Last
1D 1D Type ID Humber Country Issue Date Expiration Date

First EI 1 of 1 El Last

1D 1D Type: Category First Name Last Name
4 ak.a. strong ARAINSA
Address Information Find | Wiew Al First [« 1 of 1 [+ Last
In} Address Line 1 Address Line 2 Address Line 3 City Postal Code State | Province — Country
[ Fanama

Nationality Information  Find | View All First [ 1 of 4 [*] |_ast | Citizenship Information Find | View All First [ 4 o4 [¥] Last
1D Country Main Entry 1D Country Main Entry

First El 1 of 1 El (E=T=1

1D Birth Date Main Entry 1D Birth Location Main Entry

| A |

| Bl



Delivered OFAC Process Review

Handling Positive Validation Matches

& Sumirmary Y Icdlendi Fyimng Informnmatior \"h:( Address Y

Check for Duplicate |

SetiD: SHARE
Werrdhor ID: 0000029256
wendor Short Mame:| | BEROAMERI | IBERCAMERI
=werndor Marme 1: [IBEROAMERICANA |
Wendor Marme 2: [EDiITOoRIAL vVERUERT = L |
= Status: | ~pproveda ~ | N —— [suppiier -
[ ~

“Persisternce: | Regular ~ |

[ waT Registration Registration
[ wwithineodclima
Open For Ordering
wendor Relatonships
[N corporate Werchor

Cormprorate Setll:

Cornporate Werschor T | DOD0O0ODZaZ56 I

WAT Default

HCRM Class:

WAT Service Treatment Setup

Expand All I

[ imterunit Werrcor
Interlnit Werndor ID: |:|Cl

I1BE R COAME RICArd

Coreate Bill -To Cueshormmen

[ create Bill To Custormer

o Acchciiticanal 1D Mumlibeenr s
Dupdliicate nvolce Sethhng s
FGoswermermeend Classiiicatiomns
= Starmdanrd ndustry Codes:

- Adiciitional Reporting Elerments

[~ Financial Sanchoons

F=Fimnamncial Samnctions Status

Sanctions Status Date
Sanctions Update User ad

Expand an | Collapse 2

=l Sawve I L Return to Search I =1 Motifw I

Summary | ldentifving Information | Address | Contacts | Location | Sustom

I R ewviewws bt I
OZ/2002009
L0 LT Rt I P T =

Financial status defaults to review
when there is a potential SDN match.

= ~dd | UpdaterDisplaw




R Delivered OFAC Process Review

Handling Positive Validation Matches cont’'d

¥ Additional ID Numbers

b Duplicate Invoice Settings

¥ Government Classifications

+ Standard Industry Codes

¢ Additional Reporting Elements

- Financial Sanctions Status

Review: Pending review by VFMT. Voucher or
*Financial Sanctions Status Pay Cycle activity will not process successfully.
Sanctions Status Date gllgg:zg Cleared: Temporarily confirmed as a false
Sanctions Update User Id positive.
Blocked: This is a verified SDN. Voucher or Pay
Expand Al | Collapse A“l Cycle activity will not process successfully.
E save | &4 Return to Saar::hl [=] Netify | E+ Add Updat&.-'[!iaplayl ] Include History | [ Correct History |

Summary | l[dentifying Information | Address | Contacts | Location | Custom




Delivered OFAC Process Review

Handling Positive Validation Matches cont’'d

Create Bill-To Customer

] create Bill To Customer

 Additional ID Numbers
F Duplicate Invoice Settings
r Government Classifications

r Standard Industry Codes
r Additional Reporting Elements

You can control how long a

*Financial Sanctions Status
Sanctions Status Date
Days before next validation
Sanctions Update User Id

Expand All | Collapse il

& save | .Q..Returntu&;earcnl [=] Motify |

03/30/2009
[] skip future validation

MYWILLIAMS

<>

vendor can be excluded
from future validations. 0
days will include the
vendor in the next
validation process.

s Add Up::lﬂte.-'DiEplﬂyI ﬂlnclLﬂeHistur}rl EFC




Delivered OFAC Process Review

Handling Positive Validation Matches cont’'d

Financial Sanctions Validation Log

This listing represents Vendars requiring review for association with a Financial Sanctions Listing.

First E 12 of 2 m Last

SetlD  VendorID Short Vendor Name Entry ID Sanctions List

Type
15HARE 0000009373 NATLINSTIS 10128 OFAC
2 SHARE 0000023854 CPPAS 4700 OFAC

- . 2
Customize | Find | =

Go To Vendor Info

Financial Sanctions Inguiry

i30 Ta Vendar Info

Financial Sanctions Inguiry

i30 Ta Vendar Infa

Financial Sanctions Inquiry

Cleared vendors will drop off
the Financial Sanctions
Validation Log until the next
validation is processed.

¥, mreo)

——
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Delivered OFAC Process Review

Some Delivered Validation Error Messages

Windows Internet Explorer E|

!T Address 2 has an address, Pay Mame, or Withbold name which may match an entry on a sanctions lisk, (7025, 258)

This vendor's address has an address, Pay Mame, or Withhold name on a Financial Sanctions Listing, Ik must be
reviewed with the appropriate authorities ko determine i this wendor is on a financial sanckions listing.

8]

Windows Internet Explorer E|

"f_., The Invaoicing Yendor is under review o blocked for Financial Sanckions, (7030,703)

The Invoicing Yendar is under review o blocked For Finandial Sanckions. Ik must be reviewed with the appropriate
authaorities to determine if this vendor is on a financial sanckions listing.

Ok,

!

¥, o)



2 Delivered OFAC Process Review

Some Delivered Validation Error Messages

Windows Internet Explorer @

!T The Remit Yendor is either under review or blocked, (7030, 706)

The Remit Yendor is under review or blocked For Financial Sanctions, It must be reviewed with the appropriate
autharities to determine if this vendor is on a financial sanctions lisking.

oF,

Windows Internet Explorer FE

' An express payment cannot be processed For this vendor, (7015,355)

This vendor's financial sanctions status = review or blocked, Mo payments may be made tao this vendor until it has
been determined by the appropriate authorities that this vendor is not on a financial sanctions listing.

Ok,

¥, o)



¥ Delivered OFAC Process Review

Pay Cycle Validation

Selection Criteria  Approve Trial Register Reference Confirmation Draft Staging Approval

Pay Cycle Status

Pay From Date: 02/05/2010 Process || w | Payment Selection

Pay Through Date: 02/06/2010 | Payment Selection &
_— | bt Creation

Payment Date: 02/06/2010

Schedule Payments o summary  Details Pay Cycle Reset

Selected:;

Server;

Pay Cycle Exceptions
Pay Cycle Errar Discount Lost Discount Denied Withholding Bank Replacement Eieancial Sanctions Exceptions

Pay Cycle Results

First 4] 1 of 1 [¥] Last
Main Information Additienal Info

—~ - e ]
Custouze | Eind | View All | &=

Description Bank Account s Server Hame  *Output Tvpe  Output Destination N\
The pay cycle process will also validate Note: SDN Validation must be
against potential positive matches from the turned off at the vendor set controls
SDN list imported. for this to work.

e




=

2\, Return to Search | [Z] Notify |

X Delivered OFAC Process Review

Pay Cycle Validation Search Options

Pay Cycle Financial Sanction Warnings

Pay Cycle Manager

Pay Cycle: APPAY AP PAYCYCLE

Search Results

Customize | Find | View All | 88 First [0 4 o1 [ Last
Voucher | NamelAddress Information | Message Detail

BuSiNess y yicep ADYICE  pnp p FiNANCial Sanctions SetiD VendorlD  Name 1

Unit —  Seqguence Inguiry

FSU01 00533696

1 10128 Einancial Sanctions Inquiry SHARE 0000009373 NATIONAL INSTITUTE OF STANDARDS AND

The Search results
page defaults after the
Financial Sanction
Exceptions link is
selected.

Search options
includes:
*\Voucher

*Name/Address Info
*Message Details

?,._, .

KCANcE)

L



% Delivered OFAC Process Review

Pay Cycle Validation Message Details

Pay Cycle Financial Sanction Warnings Pay Cycle provides a

brief description of the
possible match.

Customize | Find [ View Al B First |

Pay Cycle Manager
Pay Cycle: APPAY AP PAYCYCLE

Search Results
Voucher i Name/&ddress Information

i Message Detail

Business . Advice Financial Sanctions
_W Advice ID _SequenceE iry —Irrauinr SetlD  Vendor ID s Text Error Message
FSUDY 00538696 1 10128 Financial Sanciions Inquiry SHARE 0000009373 A Potential match was found on a Financial

Sanctions List. This vendor must be verified.

2 Return to Search | [Z] Natify ‘

——

¥, e o)

LS—_—



Automating the OFAC Process



_-";.:_.lpanrx Master: APPWORX(Q User: ATEKRIWAL FLORIDA STATE UNIV.
File Operations Object Admin Options View Help

File Edit ptions Predecessors Simulation :’7 SEARCH_BUILD
‘ ‘ ﬁ ‘ @ | Nanagator " Legend " = || - | Seale : # Description Default Walue | .. . LOV
= 1|Process orJdob SEARCH_BUILD-|-Ap ¥ =
=| FSU-OFAC-SND-LO-INDEX-BLD =] o = 2|Requestor FSU_BATCH ¥l - Ms
3|Run Contral ID SDM_SEARCH_MARME (SDM_.. |7
[ ""“’“;—m [step 1. 4|PeopleSof sarver name |PSNT ™ %)
[ SEARGH BULD ]Stap 2 5| Output Format THT r
i G| Cutput Type YWEE I+
[ SEARCH_BUILD_01 Istep 3 i 7|Destination R
G 8|58vystermn Output Path I
[ REYNC_FI SDN_INDEX |Step 4 i 8/ Report Output Path I
[ AP_SDN_VAL |Step 5
[ AP_SDH_VAL_01 ]St Ep 6 Th - - I I t t
s IS page liustrates
e ‘the number of steps
AP_SDH_VAL 04 L i
2 -
[ AP_SDN_ VAL |St¢-p 10 req u I red to auto mate
[ AP_SDN_VAL_06 Btep 11
s Tsp 2 ' OFAC process.
[ AP_SDN_VAL 09 |Step 13
SON_SEND_NOTIFICATION Step 14 ;
4 %
| W« 0K | | " Apply | | X cancel | | < Help

40~ FSU-OFAC-SND-LD-INDEX... |




1 OFAC Automation

AppWorx Step Levels Process Details

* Subsequent steps 2 through 14

0 Step 2: Search Build — This step runs the process that builds the indexes
for the SDN_SEARCH_NAME table. PeopleSoft recommends indexes be
rebuilt whenever a new file is imported.

O Step 3: Search Build 01 - This step runs the process that builds the
indexes for the SDN_SEARCH_ADDR table. PeopleSoft recommends
indexes be rebuilt whenever a new file is imported.

O Step 4: RSYNC_FI_SDN_INDEX — This step sync indexes on our servers.

O Steps 5-13: AP_SDN_VAL - These steps validate our vendors against the
latest SDN list. Each step processes a group of 5000 vendors at time.

O Step 14 : SDN_SEND_NOTIFICATION - This step sends out emalil
notifications to designated individuals.



ey OFAC Automation

Establishing AppWorx Run Controls

File Operations Object Admin Options Wiew Help

5|8 O o 1 1"

ains: FSU-OFAC-SND-LD-INDEX-BLD ::

SE SRR

W= e | Description [ Default Value Re.. Bl Lov
i 1|Frocess or Job IMFORT_FILES.. M
2 2|Requestor FSU_BATCH M - MS
2|Run Control ID FSUBAIZ QEAC WP OBRT ol al
4|PeopleSoft server name PSMNT r
5/Cutput Format THT MM ™
G| Cutput Type YWEE I+l
7|Destination M
8|8ystern Output Path I
9 Report Output Path ]

>[4

This page illustrates the
run control ID required
to run a specified step

within the OFAC
process.

| v OK || " Appl || X cancel ||

7 Help

40~ FSU-OFAC-SND-LD-INDEX... |

¥, a0}



, OFAC Automation

Creating AppWorx Integration Node

Import Financial Sanction List

Run Control ID: __QFAC IUPQRT Xl Report Manager Process Monitor Ul |
Parameters Find | View Al First B 4 of 1 L2 | a5t
+
*Request Number: FE
*Import Type: | HTTP ¥ | Integration Node; |FSU_OFAC |Q View Integration Node Details

File Path: *|'_: WWW.LISTreas. goviomees/entarcemenuorac/sdnisan. xm | Fi|ESE|ECﬂUnHE|ﬂ
File Hame: | | Select File
*Layout: OFAC Q' vView Layout Details

[
Layout Properties Customize | Find | View All | B First ] 1 o1 (| Last
Property Code Value
Bl save | 2\ Return to Search | [=] Motify | iy Refresh | Ey Add pdate/Dizplay |

e T I R



g OFAC Automation

Scheduling AppWorx Processing Start Time

Appw [ 4 Master: APPWORXQ User: ATEKRIWAL FLORIDA STATE UNIV.

ns Object Admin Options View Help

|J|Juuuu|Juuu|JJJJJJJJJJ # ||
=
E:E::_::Nnnv_mm | £ umrnl
e AppWorx starts the OFAC
=N process on Sundays
beginning at 1AM.

| v OK I | " Apply | | X cancel | | “ Help

_ﬂ FSU-OFAC-SND-LD-INDEX...

————



OFAC Automation

AppWorx’s Email Notification

Sent: Mon 6,/22/2009 3:29 .

From: appworxp @admin. fsu.edu

To: Tekriwal, Amardesp V; Wiliams, Michasl v
Cc

Subject: OFAC SDN list updated in OMMNI

The latest SDN list has been retrieved from the U.S. Treasury website and uploaded into OMNI Financials. Please follow
this navigation path to see if any of our vendors were designated as potential matches:

Vendors » Vendor Information > Maintain > Fin Sanctieons Validations Log

Note: Please do not reply. This is a system generated message.

— e - — —

LSS0



R OFAC Automation

AppWorx’s Email Notification

Financial Sanctions Validation Log

This listing represents Vendars requiring review for assaciation with a Financial Sanctions Listing.

Customize | Find | # First E 12 of 2 |E| Last

SeflD  VendorID Short VendorName  EntryID W GoToVendorlnfo  Financial Sanctions Inguiry
1 SHARE (0000009373 MATLINSTIS 10128 OFAC 50 ToVendorinfo  Financial Sanctions Inaquiry
2 SHARE 0000023854 CPPAS 4700 OFAC 50 ToVendorinfo  Financial Sanctions Inaquiry

Vendor file team members
are still required to research
possible matches and
update vendor file.

¥, (a0}



2 Lessons Learned

PeopleSoft will not give you an exact verity score number to
enter into your installation options. This number is based
solely on your organizational requirements.

The process will run for a very long time if you try to validate
your entire vendor file at once.

The process doesn’t display active related documents for a
possible match.

Other U.S. Treasury Department lists can be imported as long
as the XML format is the same.

You must remember to include all vendor SETIDs.
Security requirements were minimal.




g, Questions?

§. o)
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Zme, Contact Information

Michael V. Williams

Business Analyst

Accounts Payable

Florida State University

E-mail: mvwilliams@admin.fsu.edu

Dawn M. Snyder

Associate Controller
Disbursement Services and Travel
Florida State University

E-mail: dmsnyder@fsu.edu

| MITTANCE ) |



This presentation and all Alliance 20 presentations are
available for download from the Conference Site

Presentations from previous meetings are also available
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