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Session Overview

• OFAC Configuration Requirements

° Installation Options Set-Up

° Vendor Set Controls Options

° Building and Scheduling Indexes

• OFAC Delivered Process Review

° Importing Specially Designated Nationals (SDN) Files 

from the U.S. Department of the Treasury



Session Overview

• OFAC Delivered Process Review cont’d

° Building and Scheduling Indexes

° SDN Validation Process

° Review Financial Sanction Log

• Automating the Delivered OFAC Processes

• Lessons Learned



General Information

What does OFAC Vendor Compliance Entail?

• The Office of Foreign Assets Control 

° Administers and enforces economic sanction 

programs against countries and groups or 

individuals.

° All U.S. persons and businesses must comply 

OFAC regulations. 



General Information

OFAC Vendor Compliance cont’d

° OFAC’s regulations are designed to halt terrorists, 

their funding and other illegal transactions. 

° It publishes a list of Specially Designated Nationals 

and Blocked Persons ("SDN list"). 

° OFAC penalty assessments can vary from 

significant monetary fines to civil and criminal 

prosecution. 

 



Introduction

• Prior to going live with PeopleSoft 9.0, FSU used a 
custom, manual OFAC validation process.
° This process required an immense amount of data 

manipulation to the original SDN list published by 
the U.S. Department of the Treasury.

° Data analysis between the SDN List and the FSU 
vendor file was loaded into an Excel spreadsheet.

° Potential opportunities for data corruption issues, 
user error and the inability to perform a review 
timely.

° Very time consuming and meticulous process.



Introduction

° A custom page was created to show an active 
listing of all countries FSU indentified as sanctioned 
based on the data on the OFAC Sanctions Program 
list.

° This custom page prevents AP/Purchasing vendor 
team members from adding new vendors, creating 
purchase orders and processing vouchers to any 
vendors located in these countries.



Introduction

Custom Page View



OFAC Configuration Requirements



Configuration Requirements

Installation Options

Click this hyperlink to access 
the Financial Sanction Options



Configuration Requirements

Installation Options cont’d

Information in 
this section 

automatically 
defaults

Validation 
and Search 

Options have 
to be chosen.



Configuration Requirements

Vendor Set Controls

Select  appropriate 
SETID to validate 

vendor file 



Configuration Requirements

Vendor Set Controls cont’d



Configuration Requirements

Building and Scheduling Indexes

We used the 
default values 

 from  
PeopleSoft.



Configuration Requirements

Building and Scheduling Indexes cont’d

We used the 
default values 

 from  
PeopleSoft.



OFAC Delivered 
Process Review



Delivered OFAC Process Review

Import Specially Designated Nationals (SDN) File from the 

U.S. Department of the Treasury



Delivered OFAC Process Review

Import SDN File cont’d 

Select 
XML 

version to 
download 
and save 

to 
desktop, 

etc.



Delivered OFAC Process Review

Manually Upload SDN File into PeopleSoft 



Delivered OFAC Process Review

Manually Upload SDN File cont’d



Delivered OFAC Process Review

Manually Upload SDN File cont’d

File name will 
be the same  
as  the name 

of the file 
saved to 
desktop.



Delivered OFAC Process Review

Review Entries from SDN File



Delivered OFAC Process Review

Review Entries from SDN File cont’d

Specify  OFAC in the 
“Sanction List Type” field.  
This will retrieve all entries 
from  the last file uploaded.

Entry IDs are assigned by the 
OFAC process and originates 
from the XML file.



Delivered OFAC Process Review

Review Entries from SDN File cont’d



Delivered OFAC Process Review

Building and Scheduling Search Indexes

Select edit properties to build indexes on an ad-
hoc basis or schedule to build indexes at  a 

specified time.



Delivered OFAC Process Review

Building and Scheduling Search Indexes cont’d

This is the default page after 
the edit properties link is 

selected on the ‘search index’ 
page.



Delivered OFAC Process Review

Building and Scheduling Search Indexes cont’d

These are default schedule 
options that appear after the 
schedule link is selected on 

the ‘search index’ page.



Delivered OFAC Process Review

Financial Sanction Validation Process

Select this option to 
begin validation 

process.



Delivered OFAC Process Review

Financial Sanction Validation Process cont’d

Set run control 
options as 
desired.



Delivered OFAC Process Review

Financial Sanction Validation Process cont’d

AP_SDN_VAL is the application engine that 
runs during the sanction validation process.



Delivered OFAC Process Review

Financial Sanction Validation Process cont’d

Select this option 
to review 

validation process 
results.



Delivered OFAC Process Review

Reviewing Validation Results 

Clicking this option will take 
you directly to PeopleSoft  

vendor profile.

Clicking this option will take you 
directly to SDN list entry that is 
producing the potential match. 



Delivered OFAC Process Review

Reviewing Validation Results cont’d

“Financial Sanction Inquiry 
hyperlink default page.



Delivered OFAC Process Review

Handling Positive Validation Matches

Financial status defaults to review  
when there is a potential SDN match.



Delivered OFAC Process Review

Handling Positive Validation Matches cont’d

Review: Pending review by VFMT. Voucher or 
Pay Cycle activity will not process successfully. 

Cleared: Temporarily confirmed as a false 
positive.

Blocked: This is a verified SDN. Voucher or Pay 
Cycle activity will not process successfully. 



Delivered OFAC Process Review

Handling Positive Validation Matches cont’d

You can control how long a 
vendor can be excluded 

from future validations.  0 
days will include the 
vendor in the next 
validation process.



Delivered OFAC Process Review

Handling Positive Validation Matches cont’d

Cleared vendors will drop off 
the Financial Sanctions 

Validation Log until the next 
validation is processed.



Delivered OFAC Process Review

Some Delivered Validation Error Messages



Delivered OFAC Process Review

Some Delivered Validation Error Messages



Delivered OFAC Process Review

Pay Cycle Validation 

The pay cycle process will also validate 
against potential positive matches from the 

SDN list imported.

Note: SDN Validation must be 
turned off at the vendor set controls 

for this to work.



Delivered OFAC Process Review

Pay Cycle Validation Search Options

The Search results 
page defaults after the 

Financial Sanction 
Exceptions link is 

selected.

Search options 
includes:
•Voucher

•Name/Address Info
•Message Details



Delivered OFAC Process Review

Pay Cycle Validation Message Details

Pay Cycle provides a 
brief description of the 

possible match.



Automating the OFAC Process



OFAC Automation

Configuring AppWorx to Run OFAC Processes

This page illustrates 
the  number of steps 
required to automate 

OFAC process.



OFAC Automation

AppWorx Step Levels Process Details

• Subsequent steps 2 through 14

o Step 2:   Search Build – This step runs the process that builds the indexes 
for the SDN_SEARCH_NAME table.  PeopleSoft recommends indexes be 
rebuilt whenever a new file is imported.

o Step 3:   Search Build 01  - This step runs the process that builds the 
indexes for the SDN_SEARCH_ADDR table.  PeopleSoft recommends 
indexes be rebuilt whenever a new file is imported.

o Step 4:  RSYNC_FI_SDN_INDEX – This step sync indexes on our servers.
o Steps 5–13:  AP_SDN_VAL – These steps validate our vendors against the 

latest SDN list.  Each step processes a group of 5000 vendors at time.
o Step 14 :  SDN_SEND_NOTIFICATION - This step sends out email 

notifications to designated individuals.



OFAC Automation

Establishing AppWorx Run Controls 

This page illustrates the  
run control ID required 
to run a specified step 

within the OFAC 
process.



OFAC Automation

Creating AppWorx Integration Node 



OFAC Automation

Scheduling AppWorx Processing Start Time

AppWorx starts the OFAC 
process on Sundays 
beginning at 1AM.



OFAC Automation

AppWorx’s Email Notification



OFAC Automation

AppWorx’s Email Notification

Vendor file team members 
are still required to research 

possible matches and 
update vendor file.



Lessons Learned

• PeopleSoft will not give you an exact verity score number to 
enter into your installation options.  This number is based 
solely on your organizational requirements.

• The process will run for a very long time if you try to validate 
your entire vendor file at once.

• The process doesn’t display active related documents for a 
possible match.

• Other U.S. Treasury Department lists can be imported as long 
as the XML format is the same.

• You must remember to include all vendor SETIDs.
• Security requirements were minimal.



Questions?



Contact Information

Michael V. Williams

Business Analyst

Accounts Payable

Florida State University

E-mail: mvwilliams@admin.fsu.edu

Dawn M. Snyder

Associate Controller 
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Florida State University
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This presentation and all Alliance 20 presentations are 
available for download from the Conference Site

Presentations from previous meetings are also available
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